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Abstract

Wireless networking technology is quickly changing the way networked
computers communicate. The copvenience offered by the ability to connect to
networks using mobile computing devices has also introduced many security issues
that do not exist in the wired world. The security measures we have relied on in the
past to secure our networks are now obsolete with this new technology. Wireless
Local Area Network (WLAN) are indeed very useful, but the encryption and
authentication methods specified in the 802.11 standard are flawed, leading to serious
security issues.

This report introduces the 802.11 standard and the security issues surrounding
it. As an alternative solution, the commonly used WLAN antennas are studied and
simulated using SUPERNEC (electromagnetic simulation software). Based on the
results, a secured network can be designed by selecting appropriate antenna and
positioning in such a way that signal access is minimised towards the user working
area only, thus avoiding unauthorised interception of signal. Modelling of coverage in
WLAN is done based on few models to estimate the range of the antenna

theoretically.
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